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1 Introduction

Design an efficient Physical Unclonable Functions (PUF): PUFs are low-cost security primitives required to
protect intellectual properties in an IC. In this challenge, teams have to design a secure and reliable PUF on
the given FPGA. The quality of the PUF will be evaluated by different metrics such as Hamming distance
between the responses when a bit in a challenge is flipped, distribution of 1s and 0s in the response bits,
response uniqueness across different instantiations. In addition, the power, delay, and area occupied by the
PUF will be considered.

In order to participate, teams have to register before September 10, 2011. Teams have to submit an ini-
tial report on their possible ideas; attacking the processor and/or designing the PUF. Based on the report,
finalists will be selected.

Selected finalists will attend the ESC final in New York City (travel+accommodation will be paid for
US participants). Cash prizes will be awarded to winners and first-place runners-up. Scholarships will be
awarded to all finalists to attend NYU-Poly. Finalists can interact with recruiters from the sponsoring
agencies. A special issue of a journal/special session of a conference will be organized (ESC 2010 papers are
appearing as a special session of the IEEE ICCD 2011).

2 Design

The PUF Interface design will function as the communication channel between the PUF circuit and the user
by transmitting and receiving data via the UART module. The design will be able to take the user data
received from the UART module and stored it in a RAM of size 2KB. Afterwards the data are process by
the selected PUF circuit and stored in a second RAM which then can be downloaded to the terminal. The
overall design consists of a mixture of controllers, memory modules, UART module, and multiplexers.

• Input Memory: This memory module will be used to stored the incoming data from the UART. The
size of the memory is 2048 bytes with a width of 8-bits.

• Output Memory: Is used to stored the output values of the PUF circuit. The RAM size is 1024 bytes
with a width of 8-bits.

• PUF Circuit: This is the user design component. The user constraints are defined as the following:

– An input signal of 16-bits

– An output signal of 8-bits

– A done signal that will trigger active high when the output data is valid.

• Controller: Handles the communication between all the modules.
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• UART: A simple serial module that will be able to ”dump” the memory contents of the attached
memory module. In other words the UART module will cycle through the given memory location and
transmit the data (8-bits) to the terminal one by one.

Figure 1: PUF Interface - Block Diagram

3 FPGA Board Interface

• BTNC - ”Re-dump” command. If the UART controller is in the transmit state (SW0 = 1) then pressing
BTNC will ”re-dump” the RAM contents. Note, pressing BTNC will not erase the RAM contents.

• BTNL - Start the selected PUF circuit.

• SW0 - Download (0) / Upload (1) data from either Memory In or Memory Out.

• SW1 - Select switch between Memory In (1) or Memory Out (0). Memory In will contain the upload
contents, can be use to verify a correct upload. Memory Out will contain the calculated values.

• LED - Enable when PUF circuit calculation is done.

• SW7, SW6, SW6 - serve as the multiplexer controlled switches for choosing the PUF circuit.

4 Software Packages

In order to synthesis the PUF design, there will be a few tools used throughout the guide.

• Xilinx ISE Webpack - Download from http://www.xilinx.com/support/download/. For compati-
bility, install version 12.4

• Digilent’s Adept - http://www.digilentinc.com/Products/Detail.cfm?NavPath=2,66,828&Prod=ADEPT2

• USB-UART Driver - Window’s 7 will automatically download the required drivers. If it doesn’t work,
install the drivers from the link below:

http://www.exar.com/Common/Content/ProductDetails.aspx?ID=9546&ParentID=4

2



• Terminal - is a simple serial port terminal program that served as the communication between the 8051
and computer. Can be download from http://sites.google.com/site/terminalbpp/

• txt2bin.py - Python script that takes a text file and converts it to a binary file. This is needed since
the text file will be in ascii characters and we need the actual binary values. Usage: txt2bin.py

<filename>

• bin2txt.py - Python script that perform the inverse of the above script. Usage: bin2txt.py <filename>

5 Design Flow

• Create a new Xilinx project and copy all the required files into the project. There will be several files
which will appear to be missing. Two of them are the Memory IP Core file which we need to generate.
The rest of them are the user-created PUF design.

Figure 2: PUF Project

• Generate two IP memory files; one called Memory In with a write width of 8 and a write depth of 2048.
The second memory is called Memory Out with a write width of 8 and a write depth of 1024. See the
appendix 6.1 for more information.

• Integrate the PUF design into the project. Repeat the step to add all eight designs.
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Figure 3: Add PUF design

• Double click on the puf top file in the design window (top left) and modified the file to include your
component declaration and port mapping.

Figure 4: Open top level file
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• Double click on ”Generate Programming File” to get the bit file.

Figure 5: Generating bit file

• Attach the USB cable to the correct slot and launch Digilent’s Adept program. Locate the PUF bit
file and hit ”program”.

• Since Digilent only provided one USB cable, use the same cable and change from the PROG to the
UART port.

• Launch the terminal program and connect to the appropriate COM port. The baud rate is 9600, 8
data bits, no parity, 1 stop bit and no handshaking. Set the receive option to view hex.
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Figure 6: Terminal program

• To upload a file, set SW0 to ”1” and press BTNC. This is to insure that the file is upload to the beginning
of the memory location. Then click ”send file” and choose the file to upload. Once the file is sent, set
SW0 back to ”0”. Any old data in the terminal window can be clear using the CLEAR option.

Figure 7: Uploading file
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Figure 8: Uploading file Done

• Select which PUF design you want to perform the calculations. Use SW7 SW6 SW5 to select the design.
For example, setting switches SW7 SW6 SW5 to ”101” respectively will enable the fifth PUF design.

• Start the calculation by pressing BTNL, after the calculation is done, the led will light up.

• To view the calculated values, press BTNC. This will re-dump the memory contents to the terminal. To
view the previous uploaded values, set SW1 to ”1” and press BTNC
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Figure 9: Memory dump
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6 Appendix

6.1 Generating memory IP Core

Figure 10: RAM 2kx8

Figure 11: RAM 2kx8
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Figure 12: RAM 2kx8

Figure 13: RAM 2kx8
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Figure 14: RAM 2kx8

Figure 15: RAM 2kx8
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Figure 16: RAM 2kx8
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